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® Application: Deployment — ReplicaSet -> Pod

® Kubernetes Cluster: Cluster — ControlPlane /

MachineDeployment — MachineSet — Machine
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o AWS(Cluster API Provider AWS, CAPA), Azure, Google, VMware,

OpenStack, KubeVirt, Meta3(Baremetal), ..
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Cluster APl HAE 2|4 A (Self-provisioned)

Cluster
infrastructureRef

controlPlaneRef

AWSCluster MachineDeploym
VPC, Subnet, NAT, ent
IGW, LB, ...

AWSMachineTe
clusterName mplate

infrastructureRef AWSMachine

EC2 Instance

KubeadmControl AWSMachineTe
Plane mplate

infrastructureRef

AWSMachine
EC2 Instance
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Cluster
infrastructureRef

controlPlaneRef

AWSManagedCl MachinePool
uster

d
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infrastructureRef

AWSManagedCo
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VPC, Subnet, NAT,
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EKS

AWSManagedMa
chinePool
EKS Mananged
node groups
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AWS 2 & =Xl (Principal: IAM User)= Ot @ &2 “AtA|" X+
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AlgH M| OFeH @F 20| AWS credential &3 HH

A
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export AWS_ACCESS_KEY_ID=<your-access-key>
export

AWS_SECRET_ACCESS_KEY=<your-secret-access-key>



Cluster API Provider ANS ZHE &

AWS Crendential @& B H 2 = 0| = Cluster API Provider AWS (CAPA)
HAEEH I} 2HXGt= Secret@ 2 &

$ kubectl get secret -n capa-system
capa-manager-bootstrap-credentials
-ojsonpath="'4.data.credentials}' | baseé64 -d
[default]

aws_access_key_id = XXXXXXXXXXXXXXXXXXXX
aws_secret_access_key =

1 9.9.9.9.9.0.9.90.9.9.9.9.9.9.9.9.9.9.9.9.9999.9.9.9.9.9.9.9999999.9.9.4
region = ap-northeast-2
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AWS Assume Role

AnlAMrole is an IAM identity that you can create in your account that has
specific permissions. <https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html>
o XHOE FStBE2 Ll AWSAPIE AtEE == A= "L Al" Xpﬁj jo:[:c]:)'

— O

o IAMRole2 AtSGHE ABS AFS X HFOICH £ 5HX 21D ALS X
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https://youtu.be/c70qlL97nzs

e Assume
o AWS PrincipalOl & Al Credential2 &2 20t IAM Role(fl & 2
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https://youtu.be/c70glL9Znzs

AWS IAM resources for CAPA

CAPA S &0l &2 28t AWS IAM A+& = CloudFormation= Soff M4
e Role

o Controller for capa-controller-manager
controllers.cluster-api-provider-aws.sigs.k8s.10

(Policy)
- controllers-eks.cluster-api-provider-aws.sigs.k8s.1io
e

controllers.cluster-api-provider-aws.sigs.k8s.10

Node: ControlPlane/EKSControlPlane, EKSNodegroup/Nodes
e InstanceProfile

e Policy

O
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CAPA= Qlict 24 AH A& (AWSCluster, AWSManagedControlPlane)

AT O identityRef ZEEE SHUEHE HEEXNZE = US
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e AWSClusterStaticldentity: AWS Credential (AccessKeylD,
SecretAccessKey)E K8S AlAX L2 H&EGHLOIEFHFD

e AWSClusterRoleldentity: CAPA ZAEE 2 It At =2 CHE AWS
H A& 2| Role & &t= 2 Y(assume)ErOF =81 — AssumeRole (AWS
API) Al =



AWS IAM =H| for multi-tenancy

Manager 224 A H 2| CAPA ZAE =2{Jt A& 6t= AWS User
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{

"Version": "2012-10-17",
"Statement": [,
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AWSClusterRoleldentity & A

apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: AWSClusterRoleldentity
metadata:

name: customer-a-account-role
spec:

allowedNamespaces:

selector:
matchlLabels:
customer: customer-a
rolLeARN:

apiVersion:
controlplane.cluster.x-k8s.io/vlbeta2
kind: AWSManagedControlPlane
metadata:

name: capa-eks

namespace: customer-a
spec:

identityRef:
kind: AWSClusterRoleldentity
name: customer-a-account-role

"arn:aws:iam::987698769876:role/controllers.cluster-api-provider-aws.sigs.k8s.io"

sourceldentityRef:

kind: AWSClusterControllerIdentity # use the singleton for root auth

name: default
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CAPAD} At = M A 6= kubeconfigs — K8S Secret
® [cluster-name]-user-kubeconfig: aws-iam-authenticator O| & 1S

® [cluster-name]-kubeconfig used internally by Cluster AP
o == AlZ2I0l 1022 &2

EKSZ2HdAH=2HAHE M4k =M (IAM User, IAM Role)2t0| k8s
admin@ 2 82 JtsotH 1 2 AtE A E20H)| fIoi A= ChE22l 9L
= A0 et £380] 2 e LILCH
e AWS EKS User Guide: Cluster authentication:
https://docs.aws.amazon.com/eks/latest/userquide/cluster-auth.html



https://docs.aws.amazon.com/eks/latest/userguide/cluster-auth.html
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Questions?
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Thank you!



&

https://cluster-api-aws.sigs.k8s.io/topics/multitenancy.html
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