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TKS Cloud Service
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MSA Case study
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HA

HA = Network + Redundant + Consistency
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Keycloak HA

External Load balancer + Local Cache Cluster + DB consistency
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Keycloak HA @ Kubernetes over AWS

Scalability , Reliability , Networking by K8S, External LB + Managed DB by AWS

deploy

Networking @
e @ @ Headless
5 - - : :

Amazon RDS

Encrypt

TLS certificate



Infinispan cluster : Neighbor discovery

Headless Service for DNS Ping

0 CoreDNS <

A record Head = Virtual IP

Headless | i

10.0.10.11

10.0.20.11 :

Name: headless- _
kc.keycloak.svc.cluster.local : E
Address: 10.040.41, 1002041

Pod configuration

KC_CACHE_STACK: kuberentes
JAVA_OPTS: -Djgroups.dns.query=headless-
kc.keycloak.svc.cluster.local



TKS Cloud Service Multi-tenancy

TKS Cloud Service
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TKS Cloud Service Multi-tenancy
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How Single Sign-On works in Keycloak

' (1) login 84
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How Single Sign-On works in Keycloak
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TKS Cloud Service Login process
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SSO in TKS Cloud Service
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Domain: keycloakURL

value :
- KEYCLOAK_IDENTITY
- AUTH_SESSION_ID
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Questions?
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Thank you!



